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real vector space R".

A Lattice L in R" is a discrete subgroup of " which spans the

n
L= {Z)\;ai | A € Z}
i=1
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real vector space R".

A Lattice L in R" is a discrete subgroup of " which spans the

n
L= {Z)\;ai ’ A € Z}
i=1
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,an is a basis of the lattice
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real vector space R".

A Lattice L in R" is a discrete subgroup of " which spans the

n
L= Z)\,’ai’)\,‘EZ
i=1

ai,az, -+ ,an is a basis of the lattice

. ) c 2
Figure: A Lattice in ®* .
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Let L be a n-dimensional lattice and

e A be the n X n matrix whose rows are the basis aj,--+ ,an

e B be the n x n matrix whose rows by, --- ,b, € L.
The following conditions are equivalent:
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More useful things

Theorem

Let L be a n-dimensional lattice and

e A be the n x n matrix whose rows are the basis ay, - - -

e B be the n x n matrix whose rows by,--- ,b, € L.

The following conditions are equivalent:
1. by,--- ,b, form a basis for L.
2. | det(A)| = | det(B)|.
3. there is an n x n matrix U such that B = UA and
|det(U)| = 1.

’an-



Definitions
0000

More useful things

Theorem

Let L be a n-dimensional lattice and

e A be the n x n matrix whose rows are the basis ay, - - -

e B be the n x n matrix whose rows by,--- ,b, € L.

The following conditions are equivalent:
1. by,--- ,b, form a basis for L.
2. | det(A)| = | det(B)|.
3. there is an n x n matrix U such that B = UA and
|det(U)| = 1.

So the determinant of all the bases of £ is invariable.
det(A) = det L
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The Eucledian norm of a vector x is ||x|| =
X1, X2, -

\/x% + -+ x? where
, Xp are the coefficients in an orthonormal system.
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The Eucledian norm of a vector x is ||x|| =
X1, X2, -

Xp are the coefficients in an orthonormal system

-+ x2 where
Hadamard's inequality states that det £ < |jay]| - -

“[|anl
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The Eucledian norm of a vector x is ||x|| =
X1,X2,*

x2 + -+ + x2 where
, Xp are the coefficients in an orthonormal system.

|T

Hadamard's inequality states that det £ < [|ay|| - - - [|an]]

Orthogonality defect of the basis aj, a2, -+ ,an

2] -- - [[an]

det £
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The linearly independent vectors by, --- ,bx € L are primitive if
they can be extended to a basis of L.
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OOOO
The linearly independent vectors by, - - -
they can be extended to a basis of £

bk € L are primitive if
A vector a € L is shortest in its direction if xa is not in L for
0<x<1.
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OOOO

The linearly independent vectors by,
they can be extended to a basis of £

bk € L are primitive if

A vector a € L is shortest in its direction if xa is not in L for
0<x<1

Vector a € L is primitive iff a is shortest in its direction
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Given a lattice £, find the shortest vector, in Eucledian norm, in £

) . . )
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Given a lattice £, find the shortest vector, in Eucledian norm, in £
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Given a lattice £, find the shortest vector, in Eucledian norm, in L.
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The shortest of the basis is not always the shortest vector.
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A good strategy:

1. Change the basis of the lattice (in some way) to a good one
(short vectors nearly orthogonal).
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A good strategy:

1. Change the basis of the lattice (in some way) to a good one
(short vectors nearly orthogonal).

2. Take the shortest vector of the basis.
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A good strategy:

1. Change the basis of the lattice (in some way) to a good one

(short vectors nearly orthogonal).

2. Take the shortest vector of the basis.

We must prove that this vector is the shortest, or the shortest
within some factor.

«O» «F»r « =>»

<

DA



Title

Algorithms The dual Lattice Attacking cryptosystems End

The main idea

A good strategy:
1. Change the basis of the lattice (in some way) to a good one
(short vectors nearly orthogonal).
2. Take the shortest vector of the basis.
We must prove that this vector is the shortest, or the shortest

within some factor.
Step 1 is called Lattice (Basis) Reduction
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The main idea

A good strategy:
1. Change the basis of the lattice (in some way) to a good one
(short vectors nearly orthogonal).
2. Take the shortest vector of the basis.
We must prove that this vector is the shortest, or the shortest

within some factor.
Step 1 is called Lattice (Basis) Reduction




e Consider an 1-d lattice with basis a € R.
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e Consider an 1-d lattice with basis a € R.
Then the shortest vector is simply a.
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e Consider an 1-d lattice with basis a € R.
Then the shortest vector is simply a.

e Consider an 1-d lattice with basis a, b € R.
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e Consider an 1-d lattice with basis a € R.
Then the shortest vector is simply a.

e Consider an 1-d lattice with basis a, b € R.

Then the shortest vector is the smallest number expressed as
an integer l.c. of a, b:
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e Consider an 1-d lattice with basis a € R.
Then the shortest vector is simply a.

e Consider an 1-d lattice with basis a, b € R.

Then the shortest vector is the smallest number expressed as
an integer l.c. of a, b: gecd(a, b).
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Algorithm for the 1-dimensional Lattices
Euclid’s Algorithm

e Consider an 1-d lattice with basis a € .
Then the shortest vector is simply a.

e Consider an 1-d lattice with basis a, b € R.
Then the shortest vector is the smallest number expressed as
an integer l.c. of a, b: gcd(a, b).
Euclid’s algorithm: gcd(a, b) = gcd(b, a — mb) where m is the
integer closest to a/b.
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How orthogonal our basis vectors have to be?
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How orthogonal our basis vectors have to be?

Suppose by, by is a basis for a 2-d £ and ||by|| < ||b2]|. Suppose
6 € (0°,180°) the angle between the two vectors. If

60° < 0 < 120° then by is the shortest vector in L.
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Algorithm for the 2-dimensional Lattices
Gauss reduced basis

How orthogonal our basis vectors have to be?

Theorem

Suppose by, by is a basis for a 2-d L and ||by|| < ||bz||. Suppose
6 € (0°,180°) the angle between the two vectors. If
60° < 0 < 120° then by is the shortest vector in L.

Let up1by denote the projection of the vector by in the direction of
the vector by:
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Algorithm for the 2-dimensional Lattices
Gauss reduced basis

How orthogonal our basis vectors have to be?

Theorem

Suppose by, by is a basis for a 2-d L and ||by|| < ||bz||. Suppose
6 € (0°,180°) the angle between the two vectors. If

60° < 0 < 120° then by is the shortest vector in L.

Let up1by denote the projection of the vector by in the direction of

the vector by:
[b2]| - [ball

by ]2
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Algorithm for the 2-dimensional Lattices
Gauss reduced basis

How orthogonal our basis vectors have to be?

Theorem

Suppose by, by is a basis for a 2-d L and ||by|| < ||bz||. Suppose
6 € (0°,180°) the angle between the two vectors. If

60° < 0 < 120° then by is the shortest vector in L.

Let up1by denote the projection of the vector by in the direction of

the vector by:
[b2]| - [ball

1|2
If [[b1]] < ||b2]| and |u21| < 1/2 then the basis by, by is Gauss
reduced basis.



Algorithm for S.V. in 2-d

repeat

if ||b1|| > ||b2|| then
swap by, b)
end if

m < [ o1 |
bz — b2 — mb1
until ||by| < [|b2]|

return bp
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Algorithm for S.V. in 2-d

repeat

if ||b1|| > ||b2|| then
swap by, b)
end if

m <« |pi21]
bz — b2 — mb1
until ||b[| < [[b2f|

return bp

o Similarity with the
Euclidean Algorithm
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Gauss's Algorithm

Algorithm for S.V. in 2-d

repeat o _
; e Similarity with the
i l[ba]| > fjb2] then Euclidean Algorithm
swap b1, b2
end if e Terminates in a finite
m <« | pio1] amount of time

b2 — bz — mb1
until |[b|| < ||bz||
return b;

End
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Gauss's Algorithm

Algorithm for S.V. in 2-d

repeat L .
. e Similarity with the
if |by|| > ||b2 then Ay .
Euclidean Algorithm
swap b1, b2

end if e Terminates in a finite
m |p21] amount of time

by < by — mby e Polynomial complexity

until |[b|| < ||bz||
return b;

End
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Let by - - - b, the basis of L.
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Let by - - - b, the basis of £. The Gram-Schmidt orthogonalization
of this basis is: by ---b* and is given by the following iterative
formula:

b* = by

=L bibr
bf =bi— Y — i b*

2 oy |2
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Gram-Schmidt orthogonalization

Let by - - - b, the basis of £. The Gram-Schmidt orthogonalization
of this basis is: by ---b* and is given by the following iterative
formula:

b;‘ = by
i—1
b;b:
b¥ =b; — J_p¥
' Z_: b3 (|2
j=1 J
Define bib*
v
Hij = 70—
Rk

and pjj = 1. Then

i—1
bi = juib}
=1

End
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by=b;*

If OPT is the length of the shortest vector in the lattice then

OPT > min{|[by|,--- ,[[b;|l}
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The basis by,+++ , b, is LLL reduced if for 1 <ji<n-—1:
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. |,u,-j|§%for1§i<j§nand

The basis by,+++ , b, is LLL reduced if for 1 <ji<n-—1:
o [Ibf1* < 5lIbjy + piva,ibf]
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The basis by, -+- ,b, is LLL reduced if for 1 <ji<n-—1
. |,u,-j|§%for1§i<j§nand
o [bf|*> < 3lb

fr1 + pie b
An LLL Reduced Basis is reasonably orthogonal:

a1

a(n—1)
272
det £
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LLL Reduced Basis

The basis by, -+ - ,by, is LLL reduced if for 1 <i<n—1:
o |pj| <3 for1<i<j<nand

o [b}[* < 3llbfyy + pivy,ibf [
An LLL Reduced Basis is reasonably orthogonal:

[baf--- [l _ o0
det £ -

In an LLL Reduced Basis we have that:

Iby|| < 2"z OPT

End
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LLL Reduced Basis

The basis by, -+ - ,by, is LLL reduced if for 1 <i<n—1:
o |pj| <3 for1<i<j<nand
o [b}[* < 3llbfyy + pivy,ibf [

An LLL Reduced Basis is reasonably orthogonal:

[baf--- [l _ o0
det £ -

In an LLL Reduced Basis we have that:
Iby|| < 2"z OPT

So we want an algorithm which turns an arbitrary basis into an
LLL reduced in polynomial time in n.
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Shortest vector Algorithm

LLL (B =by,--- ,by)
B < SizeReduce(B)
while 3/ violating [|b;"[|* < %||bf1 + pit1,ib||* do
swap bi,bi+1

update ppk and by for all h, k
B < SizeReduce(B)

end while

return b;

SizeReduce (B = by, - -+ ,bn)
forj=2,--- ,ndo
fori=j—1,---,1do
bj = bj — |pibi]
Mk 4= pujk — piibipi for k=1, i
end for
end for
return B

End
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The dual lattice L* of the lattice L is defined by:

Lf={veR"Vbe L,b -veL}
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The dual lattice L* of the lattice L is defined by:

={veR"Vbe L,b-vecZ}

Let by - - - by, be any basis for L. Then, the rows of B=T form a
basis for the dual lattice L*

Furthermore, det £L* =

1
T detl-
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The dual Lattice
oeo

The dual lattice £*

Definition
The dual lattice L* of the lattice £ is defined by:

Lf={veR"Vbe Lb -veZ}

Theorem

Let by - - - by, be any basis for L. Then, the rows of BT form a

basis for the dual lattice L*. Furthermore, det L* = 3 ei 7

Definition
Let v € R" be a non-zero vector. Then, v+ will denote the
(n — 1)-dimensional space {b € ®"|b-v =0}



sublattice of L

A set L' C L that is a lattice in its own right will be called
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OOOO
A set L' C L that is a lattice in its own right will be called
sublattice of L

Let v € L* be primitive. Then

e LN (vt) is an (n — 1)-dimensional sublattice of L
e There is a vectorb € L such that v-b =1
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A set L' C L that is a lattice in its own right will be called
sublattice of L

o

o
o
o

Let v € L* be primitive. Then

e LN (vt) is an (n — 1)-dimensional sublattice of L.
e There is a vectorb € L such that v-b =1

We can create a basis w,,

-, w1 with Gram-Schmidt
orthogonalization (”1’)’#, i 11}111”2)_
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There is a vector b € £ such that ||b|| < \/nvV/det L.
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There is a vector b € £ such that ||b|| < v/nvV/det £

There is a basis for L whose Gram-Schmidt lower bound is at least
OPT/n.
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If f is a polynomial modulo n and h is a polynomial having the

same roots as f modulo n and has 'small’ norm then all the roots
of f (smaller than some value) are also roots of h over the integers.
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Attacking cryptosystems
oe

Solving modular equations

Lemma

If f is a polynomial modulo n and h is a polynomial having the
same roots as f modulo n and has 'small’ norm then all the roots
of f (smaller than some value) are also roots of h over the integers.

The LLL algorithm can find such a polynomial h and then solve
the equation h(x) = 0 over the integers to get small solutions.
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